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The impact of social media on people's lives is enormous. Through social 

media, people can communicate and collaborate with anyone in the world and 

can entertain themselves. It is a good platform for entrepreneurs to promote 

their business too. As a result of the COVID-19 pandemic, people tend to work 

from home relying on computer systems, mobile devices and different social 

media platforms. The usage of social media platforms for communication, 

sharing information, business purposes and shopping increased to mitigate the 

impact of social distancing. Cybercrime will rapidly rise because of the 

widespread use of social media. The increase in volume, velocity, veracity and 

variety of data in social media networking are major concerns that may lead to 

privacy and security issues. Cybercrimes will create a massive impact on the 

security of people in future. To address this problem, the security of social 

media users should be improved using different techniques. This paper focuses 

on the usage of different social media platforms, types of social media-related 

cybercrimes, techniques, tips, recommendations and future precautions that 

can be used to prevent social media-related cybercrimes.  
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