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Abstract- The advent of information technology has 
resulted in advanced but virtual or cyber security threats, 
which decree that all nation states must safeguard their 
virtual boundaries and information with the same 
fervour as their physical boundaries. Paying attention 
to the multiple cyber-attacks across the world, it was 
identified that a strong framework to monitor hacking 
and other cyber threats, and well-developed mechanisms 
and organizations to guard national interests on multiple 
platforms were essential if any country is to tighten its 
security and ensure protection of data. This qualitative 
research uses secondary sources and examines three case 
studies from Asia and analyses the weaknesses (if any) 
of the government’s legal framework in each country, 
the successes of the case study, and best practices that 
other countries could use from their experiences. This is 
balanced by the personal experiences and observations of 
the researcher as an employee of the industry. The legal 
ramifications and framework take focus in this research, 
and it is intended to provide a road map to governments 
for future cyber security investments. The paper analyses 
the legal frameworks in each country to better understand 
the necessary legal measurements to ensure cyber safety, 
and it offers recommendations to governments towards 
combatting cyber terrorism  and   data  loss.
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I. INTRODUCTION

The advent of information technology in the form of the 
internet has resulted in advanced but virtual or cyber 

security threats, which decree that all nation states must 
safeguard its virtual boundaries and information with the 
same fervour as their physical boundaries. Cyber threats 
are any illegal activity and malicious attempts aimed at 
accessing, damaging or interrupting a computer system 
or network (Romanosky, 2016; O’Connell, 2012; PNC, 
2015). They use malware, phishing attacks, SQL injection 
attacks, cross-site scripting, denial of service, session 
hijackings, and credential reuses to attack the system 
(Rapid7.com, 2017). According to the Cyber Security 
Report (2017), in the past decade, there have been 
several thousand threats launched over the cyber space. 
In India, the first half of 2017 saw 27482 threats (Salman, 
2017). In 2017 alone, global cyber security crime cost an 
estimated USD 1 trillion and it is expected that costs will 
be 6 trillion by 2021 (Forbes, 2017), which is one-third of 
the gross domestic product of the USA in 2015 (Trading 
Economics, 2017). Thus, a major threat to contemporary 
national security has arisen in the cyber arena motivated 
by financial or political goals.

Cyber threats have far-reaching consequences for both 
the government and private sectors. The attacks on 
LinkedIn (Wood, 2016),  My Space (Francis, 2017) and 
Tumbler (Hern, 2016) in the period 2012-2016, as well as 
the softwares WannaCry (Symantec Security Response 
Team, 2017) and Petya (Solon and Hern, 2017) have 
elaborately demonstrated the devastating legal and 
economic consequences and backlash of an attack – 
whether perpetrated maliciously by an outside threat or 
through the inadvertent actions of an insider. Given the 
global reach of these attacks, the global banking industry 
invests heavily in solutions to combat such threats.

CYBER SECURITY IN THE MODERN WORLD: 
AN ANALYSIS OF CYBER SECURITY AND LEGAL 

FRAMEWORK IN THREE ASIAN COUNTRIES 

Rosharn Amarasinghe1, MEP Ranmuthugala2

General Sir John Kotelawala Defence University, Sri Lanka
rosharn.amarasinghe@gmail.com

V. RECOMMENDATIONS

The following recommendations suggest to implement to 
strength maritime security in Sri Lanka.

a.	 Develop a Sri Lankan maritime doctrine.

b.	 Establish a joint operation center to look into 
matters related to maritime domain with a domestic 
cooperative security strategy. This would be helpful 
to operation commander to take prompt action to a 
particular situation.

c.	 Establish an academic maritime security center 
to cooperate policy analysts, policy makers and 
scholars in the field of maritime security.

d.	 Political decision should take to give priority to 
spend on Navy and Coast Guard to provide maritime 
security.

The existing maritime security structure in Sri Lanka 
lacks the proper study of maritime theories and concepts. 
The effort of understanding the context should include 
the understanding of the work of practitioners in the 
field of maritime security. The significance of national 
contribution to strengthen the maritime security of Sri 
Lanka clearly needs to be identified by the maritime 
security policy makers.
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cheque management for all banks and financial institutes. 
It comprises of members of all banks as the management 
body and regulates the industry for payment management 
in cheque mediums and is a highly regulated agency 
governed by the Central Bank directives that cover cyber 
security, governance and information management 
(Lanka Clear, 2018). In  late 2000s,  a     focused    attack   
was    executed on the web applications and website of 
Lanka Clear due to un-deployed web security protocols 
(although mandated by the Central Bank), where the 
website was compromised, and hackers commissioned 
by the LTTE working out of India gained access and 
administrator rights to the website. Subsequently, 
disturbing images of murdered children and war-torn 
areas were published across the website with links and 
screen captures sent to war crimes units. The purpose was 
to pressurize the Sri Lankan government into entering a 
ceasefire agreement as the LTTE battle lines had fallen in 
most locations. Due to the lack of a strong web security 
and governance cycle, Sri Lanka suffered a substantial loss 
in terms of trust and financial stability within the region. 
As Lanka Clear is the only cheque processing facility in 
the country, regional financial organizations and trade 
partners expressed concern in terms of the compromise 
of critical data pertaining to transactions carried out with 
Sri Lanka as well as the safety of data within Lanka Clear.

Cyber-attacks have also caused regional instability by 
affecting several countries interconnected in cross-border 
financial transactions. The Bangladesh Bank attack is 
a strong example of the financial and reputation loss 
incurred due to cyber-crime (Khandelwal, 2016b). The 
banking standards for interbank financial transactions is 
governed by SWIFT policies. The   Bangladeshi   Central 
bank was operating their core services without the 
implementation of a core firewall within their network 
(Kumar, 2016; Khandelwal, 2016). The functionality of 
the said device is to monitor all information transferred in 
and out of the central bank for irregularities. In May 2015, 
four bank     accounts   were  opened in the Philippines 
Bank that were used in 2016 to instigate a cyber-attack 
amounting to an estimated US$1 billion (Schwartz, 2016). 
The attack was carried out on the same day in February 
2016 attacking the core digital cash transfer system of 
the Bangladeshi Central Bank, due to the lack of a core   
firewall to protect the network. Since the attack was   not  
reported in depth, some information is based on available 
estimations. The attack provided the hackers with access 
to the core server that was used to execute the said 
transactions. The   destination   countries    were      Sri              
Lanka and Philippines where 35 payment instructions 

worth $81 million (Gopalakrishnan and Mogato, 2016) 
were  issued from the Federal Reserve Bank. The attack 
was successfully carried out with only the final few 
transactions being rejected due to a spelling error in the 
issued payment advice, which alerted the Deutsche Bank 
who flagged it as suspicious. A total of $81 million was 
withdrawn during February 2016  leading to one of the 
largest overhauls within one single country in the SAARC 
region.

B. Singapore

In January 2013, a global hacking organization, 
Anonymous announced war against the Singaporean 
government (Lee, 2013). The reason highlighted was the      
$130 million investment by the Singaporean government 
to counter cyber-threat and hacking within the island 
nation. Anonymous claimed that the hacks they carry 
out is for  ethical   purposes to highlight corruption and 
threats globally and that if a country is investing against 
their interests, it would launch a cyber war against such 
opponents. Accordingly, in mid-2013, attacks were 
launched against several government institutes as well as 
the government-managed newspaper ‘Strait Times’ or ST 
(Lee, 2013). The reason for the attack on ST was that a 
journalist within the newspaper had changed anonymous 
quotes from launching a war against the “Singaporean 
government” to “Singapore”, purposely focusing on an 
attack on the country rather than on the government. 
An Anonymous hacker named “Messiah” claimed 
responsibility for the attack. In addition to the attacks 
against the government, Anonymous instigated an attack 
against Standard Chartered Bank, attacking servers held 
at Fuji Xerox Singapore. It was noted that data belonging 
to over 647 high net individuals were stolen and the same 
hacker was linked to the attack.

As  a   result of the   attacks    and    focused    hacking    
attempts, the Singaporean government engaged in an Asia 
Pacific- level Cyber Threat Readiness Agreement with 
Australia. This provided a strong platform on which to 
engage the resources of both countries in fighting cyber 
threats   via    a regional Security Operations Centre or 
SOC, which is utilized to analyse data from each country’s 
critical systems to ensure that irregular activities do not 
take place. The systems provide a proactive mechanism 
to counter cyber threats and attacks. In November 2017, 
both countries    announced   that     the      cyber    threat     
platform in place had yielded positive results showcasing 
the possibility of managing threats via regional 
cooperation.

According to Cassim (2017), currently the most 
encountered malware programs are “Gamarue, a 
malicious computer worm that is commonly distributed 
via exploit kits and social engineering; and Skeeyah and 
Peals, which are Trojans that try to look innocent to 
convince users to install them.” These malware programs 
operate by stealing information (credit card information, 
passwords, birthdate information, etc.), downloading 
other malware onto the computer it is currently inhabiting, 
or by providing access to a hacker so that the hacker can 
access the information and systems of the computer. The 
solution software industry is expanding rapidly, offering 
solutions such as cloud-based, application-based and 
physical resources (software and hardware) to prevent, 
counter, and combat attacks from both outside  and  
inside.

Governments face threats far in excess of what private 
companies do and they run a larger risk in not updating 
their security measures. The recent allegations over 
Russian influence in the US presidential elections (The 
Sydney Morning Herald, 2018) are a case in point of the 
need for increased government vigilance on all fronts, 
especially the cyber space. If a country is to tighten its 
security and ensure protection of data, it was identified 
that a strong framework to monitor hacking and other 
cyber threats were essential, along with well-developed 
mechanisms and organizations to guard national interests 
on multiple platforms.

A. Sri Lanka’s History of Cyber Threats

The country has weathered many threats, especially 
with organised groups hacking into government 
networks in the mid-1990s. During the height of the 
war, the LTTE released many high-impact pictures of 
murdered civilians and bombed locations to tarnish the 
Sri Lankan brand. In recent times, revenue has been 
lost due to data breaches and system downtime. Given 
that an increased overall attack pattern on government 
and critical services can be observed, Sri Lanka must 
understand the interconnectedness of national security 
and cyber security. Sri Lanka lags in its approach to and 
understanding of cyber security, a situation that needs 
urgent rectifying, given the continued as well as recent 
attacks on both governmental and corporate entities.

B. Bangladesh

A major breach of security occurred in Bangladesh, which 
shone a light on the vulnerabilities that many developing 
nations labour under. Cassim (2016) reports that “more 
vulnerable countries saw over 40% computers hit by 
malicious software compared to the world average of 21%.” 
The modern-day, digital bank robbery in  Bangladesh had 
repercussions around the world, linking Asia and Europe 
in its  reach.

C. Singapore

The developed country addressed in this research, 
Singapore provides the best practices for others around the 
world to follow. With a comprehensive legal framework 
put in place following the attack, Singapore provides 
safety not only to its citizens but  also  to other countries.

II. METHODOLOGY

This is a desk research looking into the threats faced by 
the governments of Sri Lanka, Bangladesh, and Singapore, 
with the view of understanding the larger ramifications 
of being vulnerable in the cyber space. The research aims 
primarily to bring to the fore the need for cyber security 
management and secondarily to provide examples of best 
practices from the region for use by governments. The 
paper answers the following research questions: Firstly, 
what legal framework exists for cyber security threat 
management in each country? Secondly, what are the 
threats that these countries face in economic, political, 
and diplomatic spheres due to cyber threats? Finally, 
what are the current best practices in combating cyber 
terrorism? Do these countries use them and if not, why 
do they not?

III. RESULTS

A. Sri  Lanka

‘Lanka Clear’ is the central cheque clearing agency in 
Sri Lanka, handling all financial transactions in terms of 



11TH INTERNATIONAL RESEARCH CONFERENCE 11TH INTERNATIONAL RESEARCH CONFERENCE 2120 GENERAL SIR JOHN KOTELAWALA DEFENCE UNIVERSITY GENERAL SIR JOHN KOTELAWALA DEFENCE UNIVERSITY

PROCEEDINGS PROCEEDINGS

platform to move into other organizations through 
communication channels. Singapore maintains strict 
mechanisms to detect threats via continuous proactive 
software solutions. In addition, the central bank and 
other security-related agencies provide a guideline on best 
practices to mitigate risks and threats from cyber-attacks. 
A strong detection and response mechanism is essential 
and recommended for all countries and organizations to 
maintain a sustainable cyber-attack readiness    framework.

Thirdly, regional cooperation ensures Singapore 
maintains a strong data sharing policy, for information 
and threat responses. Singapore leads the region in 
training and development. It is noted that whilst 
countries such as the USA and China maintain strict 
policies on sharing information, Singapore embraces an 
open culture of learning and sharing of past experiences 
and threat vectors with all entities. This provides a faster 
learning curve for developing countries as well as gaining 
diplomatic ground for other trade and knowledge-based 
ventures. Regional cooperation extends to assisting 
government entities fine tune their data protection 
policies, as seen in Australia as well as Japan. Singapore 
maintains a threat-response mechanism that provides 
regional data to the government as per agreements 
signed between nations as well as security governance 
entities. The mechanisms adopted by Singapore promote 
sustainable growth of cyber defence policies. It must 
be noted that cyber warfare is not restricted to a single 
country and information facilitation strengthens global 
cyber protection, which mutually benefits nations across 
the map.

D. Legal Ramifications

Laws governing countries can and must protect the 
citizens and their data. What laws exist in the three 
selected countries to protect from cyber-threats? Sri 
Lanka has passed many laws impacting on and affecting 
the cyber security domain of Sri Lanka (Kotelawala 
Defence University, n.d.), including the following:

i.	 Information and Communication Technology 
Act (No.27 of 2003) - This Act aims to improve 
Information and Communication Technology and 
solve conflicts. In addition, it aims to introduce and 
implement a national policy on ICT.

ii.	 Evidence (Special Provisions) (Act No.14 of 1995)

iii.	 Intellectual Property Act (No. 36 of 2003 (Sections 

related to Copyright) - For copyright infringement 
matters

iv.	 Electronic Transactions Act (No. 19 of 2006) for 
matters pertaining to the creation and exchange of 
data messages

i.	 electronic documents

ii.	 electronic records

iii.	 other electronic communication

v.	 Computer Crimes Act (No. 24 of 2007) - This 
Act deals with the prevention and punishment of 
computer-related crime, thus hacking and cyber- 
crimes are included in this. The Penal Code is 
undergoing changes to take these new developments 
into consideration.

vi.	 Payment and Settlement Systems Act (No. 28 of 
2005)

vii.	 Payment Devices Frauds Act (No.30 of 2006)

The Computer Crimes Act, in sections 3 to 10 (cited in 
Jayasekara   &   Rupasinghe, 2015), states as follows:

i.	 The illustrations given in the Act states that for any 
unauthorized modification or damage or potential 
damage to take place, any one of the following should 
occur

ii.	 Impairing the operation of any computer, computer 
system or the reliability of any data or information 
held in any computer;

iii.	 Destroying, deleting or corrupting or adding, moving 
or altering any information held in any computer;

iv.	 Making use of a computer service involving 
computer time and data processing for the storage or 
retrieval of data;

v.	 Introducing a computer program that will have the 
effect of malfunctioning of a computer or falsifies 
the data or any information held in any computer or 
computer system (e.g. viruses, worms, etc.).

At present, the cyber-crimes division is engaged 
in locating perpetrators. Added resources such as 
a military unit can bring rapid justice. However, a 
problem arises in dealing with non-citizens such as the 
Pakistani hacker, at  which point Sri Lanka must rely on 
international law.

IV. DISCUSSION

A. Sri Lanka

In the case of ‘Lanka Clear, there was a problem with 
sensitive data because Lanka Clear is the only cheque 
processing facility in the country.  This fact has led to 
an expressing of concern by concerned parties such as 
regional financial organizations and trade partners in 
relation to both the safety of sensitive data and the safety 
of working with Lanka Clear. As a remedial mechanism, 
a web security appliance was launched, but this proved 
to be a reactive action as the damage to the country 
was already done. Lanka  Clear  is  still used as a focus 
point of government-based financial processing and this 
provides a strong platform to increase awareness within 
the government sector on cyber security protocol. At 
present, Lanka Clear has transformed itself   into a highly 
compliant entity engaging best-of-breed cyber security 
products to battle continuous attacks to the network. 
Although the entity itself is now compliant, Sri Lanka is 
yet to create a strong cyber security policy in terms of law 
making and enforcement as well as management of data 
or information shared amongst government bodies and 
third-party organizations. Thus, it is possible to see that 
the repercussions of a cyber-attack extend far beyond the 
immediate time frame. Companies such as Lanka Clear 
need to be vigilant from this point forward to ensure 
both that a similar incident does not happen and that its 
reputation is   cleared.

B. Bangladesh

Following the massive heist, Bangladeshi banks 
commenced heavy investments into security technology 
and services. In addition, the government set strong 
regulations via the Central Bank to govern the process of 
data processing and management. As noticed within the 
case study, regional effects of cyber-attacks spread beyond 
a nation’s boundaries leading to damaged trust that can 
affect a country’s economy, development and growth. 
Bangladesh as a country had not focused heavily on cyber 
security readiness and investment as it had not faced 
traditional threats within this sphere. On realization of 
the attacks and the damage it caused to both the country 
as well as the people, heavy investments were  made 
within this domain. The central bank of each country 
governs most of the data management regulations 
and this was noted to  be lacking within  the  country. 
In addition to the following, a strict national guideline 

was   initiated for cyber security threat identification, 
management and resolution. This       was   deemed  to be 
of crucial importance as it engaged the whole country, on 
the matter of readiness for the expected non-traditional 
wars in future.

C. Best practices – Singapore

The island nation is positioned with a strong regional 
ability to combat cyber-threats due to the knowledge 
hub and infrastructure built around cyber-threat defence 
mechanisms. Due to the organized attacks launched 
against the country, investments on data management, 
identification, monitoring and threat response have 
yielded strong outcomes within the cyber-threat 
mitigation domain. As most hack attempts remain 
undetected for months, the Singaporean government 
noted that successfully managing cyber-crime and 
threats needs a strong mechanism for detection. Thus, 
the government’s investment into a regional Security 
Operations Centre has provided a working platform and 
model for other countries to follow. According to several 
cyber groups that rank countries based on cyber threat 
readiness, Singapore has featured as a strong global force 
in combating cyber-threats.

An analysis into the Singaporean success story shows 
three major components that contributed to building 
a strong nation geared for cyber war: Information 
dissemination – Sharing of information and best practices 
have been a key feature (Koh, 2017). Singaporean 
governmental and private institutes invest heavily in 
training and development as well as knowledge sharing 
across departments and groups. It   was  noted that most 
attacks no longer arise externally but internally due to 
accidental malware and virus outbreaks. Information 
dissemination assists in combating such threats as all 
stakeholders are  regularly  updated on current    threats       
in each organization.

The second component is threat detection/response. Each 
organization’s ability to detect anomalies in the network 
and mitigate accordingly has been a key differentiator in 
the level and severity of data loss. As most government 
organizations in Singapore follow a fixed standard 
to protect information, this process becomes easier. 
Countries such as Bangladesh and Sri Lanka execute ad 
hoc protection mechanisms that are not standardized 
across entities. Due to these reasons, when attacks and 
threats successfully enter the institutes, it provides a 
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Conversely, the private sector maintains senior resources 
within the cyber security domain specializing in data 
management standards, auditing and compliance. Each 
private institute focuses on internal risks and compliances 
rather than an industry-based mechanism to assist other 
organizations. Thus, exists data sharing and transfer 
between organizations is inefficient or non-existent. The 
private sector is poised to assist the war against cyber 
terrorism provided that knowledge and information 
sharing is facilitated between organizations. Currently 
telecommunication  companies and banks command 
strong resources to assist in their security operations and 
these resources can be utilized to increase the overall 
security governance and compliance posture of Sri Lanka. 
As most core economic processes such as banking, stock 
exchange and management of funds are digital, the risk 
of cyber threats is high. Due to the risks created by a 
digital platform, a comprehensive security mechanism 
with failover options is required to be safe from cyber-
attacks. As diplomacy plays a crucial role in managing 
relationships with regional entities, it is noted that a cyber  
security dialog or forum would immensely assist Sri 
Lanka’s cyber security readiness campaign.

In examining the need for cyber security, it is evident 
that all governments must invest heavily into setting 
up systems that will effectively and efficiently guard the 
information and users of the country. The government 
cannot detach itself from the network usage of the 
individual and must ensure that the user is consistently 
protected. Administrators must be competent and 
invested authorities, rather than students of networking 
or website development. All companies and entities must 
understand that their internet presence is not only to send 
messages out unilaterally to public but to  also safeguard 
the interests of their clients. Till this is understood, no 
amount of work will be enough to keep the country and 
its information safe. Entities must invest in heavy-duty, 
effective mechanisms that are both up-to-date and state- 
of-the-art, to ensure that all ransom ware and malware 
are  detected in a timely fashion and neutralized before 
they cause harm. Keeping in mind that it is possible for 
hackers to enter the system even 18 months prior to their 
malicious actions, it is necessary to invest in systems that 
will keep abreast of the administrative accounts (to shut 
down any that are not in use or are unnecessarily created). 
It is in the interests of the government to create a nexus 
between industry experts, companies in the industry, and 
the government. The industry experts should  be called 

on to lead the change in mechanism as well as to train 
and teach. The companies should ensure, and be allowed 
and encouraged to ensure, that all computer networks 
are protected, and that hacking and other security 
threats - including both insider and outsider threats – 
are minimized. A national policy must be  created that 
leaves room for future advancements while acting as a 
barrier to outside threats. This policy can be the guide 
for instances of a threat. The policy should help make 
existing laws more effective and realistic, and universally 
followed. The government must oversee the companies 
through regulations since deregulated businesses cause 
more damage than regulated companies. Finally, the 
IT security sector in the industry   must  be allowed to 
bloom, with the government taking necessary action to 
nurture it. The emphasis should be on increasing the 
capacity and knowledge of the sector so that it is able to 
handle threats without needing to resort to or depend on 
the government’s intervention. Additionally, they must  be 
given adequate resources (monetary, physical, intellectual, 
etc.) to ensure that they can carry out their work without 
impediment.
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However, while a legal framework exists in Sri Lanka, it is 
not currently  viewed as strong, as experts have deemed 
that the infrastructure within the government sector 
is not equipped to handle strict regulatory processes. 
Many organizations   such  as   ICTA   and Sri Lanka 
Computer Society have engaged the government on the 
matter considering increasing readiness for cyber threats 
and management. As a region, SAARC has investigated 
the possibilities of establishing a common platform for 
cyber readiness such as the APAC alliance set up between 
Singapore and Australia. This allows information sharing 
as well as best practice application, knowledge sharing 
and management of critical situations. It  has been noted 
by both the Singaporean and Australian governments that 
resource sharing in terms of cyber security management 
and mitigation has been noted to be effective as each 
country faces both common and unique threats. The 
pooling of resources provides a stronger battle front for 
governments to engage and mitigate global cyber security 
attackers focusing on APAC. Singapore has been focusing 
on regional standard establishment and it is expected 
that over the next three to four years Sri Lanka, India 
and other nations will engage on a common framework 
for the region. Bangladesh, Sri Lanka and other countries 
can benefit from benchmarking Singapore’s legal 
frameworks as the maturity of the protocols in place are 
high. In addition to the mentioned protocols, a structured 
approach is utilized in adhering to international standards 
in processing critical information and risks.

Singapore follows global security standards such as NIST 
that provides a framework for legal processes and the 
management of task-based execution. Legal frameworks 
in IT security are applicable to processes, people, and 
security solutions based on the area of application. At 
present, since most countries do not adopt a dedicated 
legal framework, this has led to many gaps in the overall 
policy. Analysis of events and audit trails is the only 
method available for countries such as Sri Lanka and 
Bangladesh as the investments into automated policy- 
based monitoring mechanisms are not in place. The 
private sector has not contributed significantly to a 
national security policy as the entities focus on internal 
security management rather than a country-wide 
security posture. The private sector maintains The private 
sector maintains highly skilled security workforces that 
can contribute significantly both in terms of creating 
sustainable policies and managing future risks through 
awareness creation and knowledge sharing. Bangladesh 
and Maldives rely on Sri Lanka’s CERT team, as they have 
not invested in retaining skilled professionals within the 

cyber security and IT domains. Thus, another gap exists 
to leverage on Singapore and Sri Lanka’s skilled workforce 
for IT security enablement among developing countries 
and Sri Lanka has the potential to become a regional 
thought leader within the security domain given the 
many IT professionals within the local market. However, 
the lack of information sharing has become a primary 
concern. Each government department functions in 
isolation with staff and managers unwilling to share data 
and information with other government bodies. The lack 
of education in cyber security is a major barrier as many 
senior staff members have low computer literacy rates. 
Propagation of viruses and hackers within the network 
is always higher when staff are not trained to highlight 
and identify particular risks. Currently the global 
standard for cyber security life cycle management is the 
NIST framework issued by the US government and the 
framework is adopted by most security-focused entities. 
The framework covers data management, processing as 
well as deletion, ensuring that data removed cannot be  
recovered and used. In addition to the NIST framework, 
PCIDSS and ISO27001 frameworks are  used for process-
based IT security standards. These policies focus on 
how credit card information is managed and how an 
organization addresses various aspects of data privacy 
and security. Sri Lanka uses a combination of PCIDSS 
and ISO27001 for a few government entities but has not 
standardized across all government agencies leading to 
gaps  in  data  processing  and security. PCIDSS is  applied 
to most of the government banks and central agencies for 
financial services. Given the high adoption rate in private 
enterprises, ISO27001 is mainly used by these enterprises. 
Compliance is easier when standard mandates   are  
applied to all entities. As Sri Lanka  is still in the process of 
adopting core security principals within the government 
sector, a few years will be required to ensure that standards 
are  complied with.

V. CONCLUSION

Government investment within the cyber security 
domain has increased recently but a large gap exists in 
the creation of a sustainable IT-based hub in Sri Lanka. 
The government has not implemented clear procedures 
to address the growing demand for secure transactions. 
Although basic legal frameworks exist within the cyber-
crime and data management arena, a significant gap 
exists in comprehensive IT legislation. Additionally, the 
lack of cyber security lawyers in Sri Lanka has contributed 
to delays in establishing clear protocol and guidelines. 
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