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Abstract— As smart phones, tablets and many other 

portable devices are getting closer and closer to the 

humankind; many technologies are being released day by 

day. Among them, security has been one major aspect 

where much research has been done. Though modern 

vehicle security systems have been developed, there are 

certain limitations which are experienced in the practical 

usage of such applications. We realized that though many 

such systems were available, not many had the capability 

of providing a video feed via an IP along with triggering 

an alarm and so forth using a mobile device. The present 

systems in the market are quite expensive and use too 

advanced technologies which require specialist 

installation and maintenance. Mobile integration is also 

not as optimized as it should be. Therefore our main goal 

in this research was to “integrate” all these features and 

build a coherent mobile car security system with a 

centralized administration. The basic underlying idea of 

this project therefore is to provide a “practical” and a 

“cost effective” car security system to the general public. 

In this project, we provide a camera feed (via IP) of the 

vehicle to the vehicle owner to his / her mobile device and 

then enable the user to control the system remotely. It 

also can detect any human activity, using the switches 

and report it to the owner via an auto generated sms 

notification. We have used a web camera which is 

connected to a Raspberry Pi chipset and powered using a 

power bank, switches, LED bulbs, 2 speakers and a Wi-Fi 

adaptor to build the system. When someone tends to 

open the door lock of the vehicle, a switch which is 

situated under the door lock of the vehicle, will trigger 

giving a signal to activate the chipset and send a sms 

notification to the owner. Then the owner can get an 

instant view of the situation (on his mobile), and if he 

wishes to, he can take necessary steps to protect his 

vehicle from any danger. We have tested the 

implementation under lab conditions and the results have 

been quite satisfactory. We were able to achieve the main 

goals which we wanted to achieve. However it needs to 

be noted that if this is to be implemented commercially 

we would have to develop our system to use “port 

forwarding” (so that the owner may view the video from 

anywhere in the world), and a city-wide Wi-Fi network or 

a high-bandwidth data connection would be necessary 

(HSDPA / WCDMA) for the system to work smoothly. 

 

Keywords— Car Security System, Raspberry Pi, Mobile 

Security System 

 

I. INTRODUCTION 

The number of motor vehicles stolen increase (INTERPOL, 

2014) day by day but there is no proper system to avoid 

such crimes and identify the thefts.  In 2013, 715,373 

vehicles were stolen with a value amounting to $4.3 

billion. Therefore much still needs to be researched in 

this area for the development of effective security 

systems using cutting edge technology (Borazjani, et al., 

n.d.). 

 

A. Background 

Vehicle related security is one key aspect associated with 

recent trends in the development of technology. Most of 

the systems in use are able to detect any “collision” or 

“strong impact” on the body of the car using sensors and 

fire up an alarm. This is not effective at all times as the 

alarm goes on even for a strong wind or even when an 

animal hits the body of the car. This system proposed is 

expected to solve that problem, as a switch is installed on 

every door lock and it is only when someone tries to 

open the door using the door lock, that it would be 

detected. Furthermore, a video feed of the car would 

enable, at any given time, the owner to take necessary 

action and to control the whole system using a simple 

smartphone app. With growing inter-linked “smart-

cities”, a system of this sort may further enable state-

level police departments and others concerned to track 

vehicles real-time. 

 

B. Problem definition 

On research, we realized that car security systems 

available in the local market did not meet the intended 

objectives of a gadget of that sort – as aforesaid. It is in 

this light that we decided that we should base our project 

in this sphere and try and develop  a  system  which  

would  solve  the  aforesaid  lapses  in  existing 

applications.    
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C. The objectives 

As identified below, the main objectives that were 

expected to be achieved via this research were as 

follows: 

 Provide a camera feed (via IP) of the car to the car 

owner to his / her mobile device. 

 Remotely control the alarm. 

 Detect any human activity (Using the switches) and 

report it to the owner – via an auto generated 

notification. 

 

II. RELATED WORK 

It is apt to give regard to the research done in this area. It 

should be noted that this area has inspired many a 

scientist to actively research and develop mechanisms to 

implement security systems to be more efficient and user 

friendly. 

 

The site called “Instructables” seemed to have many 

projects done by various people with the Raspberry Pi. 

The project titled, “Raspberry Pi as low-cost HD 

surveillance camera” caught our attention immediately 

(Scavix Software Ltd. & Co. KG, 2011). On the face of it, 

this looked quite identical to what we wanted achieve. 

 

However, upon close inspection, we realised that there 

were differences to what we actually wanted to do. This 

project was referring to the video camera being fixed to a 

stationary position, so that the video feed of a “place” 

may be obtained. We wanted to fix the video camera to a 

car, thereby making the camera “mobile”. Furthermore, 

this project had the feed viewable as a web page on a PC 

 

In this project, they have used a Linux distribution 

package called “motion” (KennethLavrsen, 2014) to 

stream the video to a remote client. We tried out the 

whole procedure as mentioned in the “steps”, but 

realised that we faced a few problems: 

 The camera feed was viewable on a PC web 

browser, but had “noticeable” lapses in the feed 

received. The quality of the feed received was 

altogether of a low quality. Therefore we had to 

look at a different solution than “motion”. 

 The web page only accommodated the feed. We 

wanted to include the servo controls, alarm and 

night mode controls as well… 

 Furthermore, the storage option never worked as 

specified in the project, where the videos would be 

stored on a remote server connected to the same 

network. We realised that the reason to this was the 

fact that we didn’t use the official RPi camera module. 

We had to find a solution that worked with the custom 

camera we used. However, later we realised that we 

had no intention to store the videos captured… A sms 

notification would anyway be sent to the user if there 

was an intrusion, and thus there was no need to have 

the videos stored, accumulating extra disk space. 

 

From the other projects we read about, almost all of 

them involved streaming a video. However there was no 

project where the mobile phone interface, i.e. Android 

and such an OS, was geared to “communicate” with the 

camera while running a servo motor and an alarm 

simultaneously. Furthermore, it should be noted that 

there were many domestic level projects done by 

amateurs, where they had used the Pi and other such 

chipsets to control the room lights, electronic devices, 

monitor temperature levels (Isa & Sklavos , 2015), open 

doors via a sms (Elfasakhany, et al., 2011) and so on. 

Therefore it is this requirement that was the core 

concern of this research – to integrate all above 

components in to the research. 

 
When referring to academic research, we first studied 

the “Smart home automation” (Isa & Sklavos , 2015) 

which attracted the interest of the research community 

during the last decade, in a great manner. The introduced 

system operation is supported by a GSM module, which 

enables the alert messages transmission to both mobile 

devices of end users, and central security offices. Each 

time, the involved end users and the security officers, can 

be informed of attacks, operation modes changes etc. 

through SMS. 

 

We used this system to get an idea as how to develop a 

connection between the vehicle’s security camera & a 

mobile. A study was done as to whether we may directly 

apply the techniques used in this as our system was a 

“mobile” system and not a “stationary” one like smart 

home automation.   

 

Next we studied the Open Car Testbed And Network 

Experiments (OCTANE) (Borazjani, et al., n.d.) which 

reduces the barrier of entry into the security research 

and teaching of automotive networks by providing a 

software package and a hardware framework for the 

reverse engineering and testing of automotive networks. 

OCTANE provides a platform for security research and 

teaching by replicating the interactions between the 

hardware components and control software of the 
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systems so that the user can focus on the security aspects 

of the automotive network instead of the tool 

configuration and setup. 

 

By studying various researches what we understood was 

that image-recognition techniques (Sunitha, et al., 2014) 

can provide the important functions to an advanced 

intelligent Car Security system, to avoid vehicle theft and 

protect the usage of unauthenticated users. Thus if an 

unauthenticated person tries to steal / damage the car, 

the embedded controller platform stops the car 

immediately. GSM module will send the indication to the 

user as soon as the car gets stopped. 

 

The car security system that locks / unlocks the devices 

by using password is the system which we studied next 

(Anbazhagan, et al., 2014). This technique is not only 

applicable to vehicle but quite applicable to control the 

various appliances in home. But after studying their 

project we understood that it’s not a cost effective 

though it is highly confidential.  

 

The next project we studied was the project which the 

ATMEGA 2560 controller (Dudhale , et al., 2015) was 

being used with three proximity switches below the 

accelerator, the brake and the clutch. There is a sequence 

which transmitted to the microcontroller, which 

compares the entered sequence with the pre - stored 

sequence. The car would ignite only if these sequences 

matched, if not, system uses a GSM module to send SMS 

to the owner of the car and a GPS to broadcast the 

location of the car as well as buzzer will switch on and 

doors will be locked. So the owner of the car is able to 

secure the vehicle as the status of the car can be sent to 

registered mobile numbers through system’s GSM 

module. Also with the help of ATMEGA2560 controller, 

processing of data can be done easily. We looked at how 

this chipset itself may be used for our concerns, but 

realized that the Raspberry Pi chipset was even more cost 

effective.  

 
We also found a complete project on a site called 

makezine.com which had quite an identical project to 

what we were going to do (Stultz, n.d.).  

 

This project had a web camera feed, two servo motors to 

control the same and a complete web interface where 

both the motor can be controlled and the camera feed be 

viewed.  

 

Thanks to the creator of this project, Matt Stultz, we 

were able to download the exact image of his 

configurations of the Raspbian image, which made things 

quite easier for us.  

 

Upon flashing the image given, we were successfully able 

to view the camera feed in the web application created 

by him. This web view contained four buttons to control 

the 2 servo motors, which would control the angle the 

camera is positioned as shown in Fig. 1: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Camera feed and the buttons (web interface) 

 

III. EXPERIMENTAL DESIGN 

When considering the current context the vehicle 

security systems, we see that most of them lack accuracy 

i.e. even if an object / animal strikes the vehicle the alarm 

will be triggered, which is inappropriate and if the owner 

of the vehicle is not in the range where he could hear 

where the security alarm the system is inadequate. 

 

We also need to realize that almost all these systems 

provide “strong” and “long-lasting” solutions, which need 

a more complex setup and technician help. What we 

wanted to build was a simpler version of the same, where 

anyone would be able to fix it up himself and make things 

work. Furthermore, our solution would be geared for 

more “short-term” needs such as catering to an instance 

where the vehicle owner may want to have a quick look 

at his / her car while in a meeting and so on. 

However we need to note that there are highly 

sophisticated systems too, which can even detect human 

behavior through motion detection and recognition and 

“turn” the camera accordingly. These are high-end 

gadgets and tend to be too costly for general-purpose 

work. Since our main objective was to achieve these in a 
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more cost-friendly and a “tidier” way, we believe that our 

research would fit in to merge the existent gaps in this 

arena. 

 

Can we get rid of these limitations? Yes we can. The 

solution which we have proposed provides a more 

advanced, cost-effective and simple (user friendly) 

equipment which will wipe off these limitations to a great 

extent.  

 

There will of course be issues where our system would 

tend to be irresponsive, for e.g. when internet is down 

etc. but we hope that in the majority of general cases, 

our system would prove to be enough and sufficient. 

 

Fig. 2 below explains the design of the system concisely 

(Sunitha, et al., 2014). Initially the system would be 

temporally powered off until a “collision” is detected via 

the switches fixed to the car.  

After this is detected, the system would power on, 

sending a sms notification to the car owner, to his mobile 

device. The owner may then decide to view the video 

feed from the car via a web browser or take an action 

such as control the lights of the car or fire up an alarm. 

For experiment sake a trial version of the Twilio sms API 

(Twilio, n.d.) has been used. 

 

IV. IMPLEMENTATION 

The Raspberry Pi chipset was used to construct a model 

of the proposed security system. The major items 

planned to be used for this project were Raspberry Pi 

(Model B preferred), USB internet dongle / Wi-Fi dongle 

(preferred), 4 switches, strong LED bulb/s, smartphone, a 

siren (we used a pair of multimedia speakers), web 

camera, servo motor, mobile USB charger (230 V to 5 V 

power adapter), powered USB hub, SD card of at least 4 

GB capacity and so forth. The devices were connected as 

depicted in Fig. 3. 

 

We followed the “formal” procedure of setting up the Pi 

as depicted in the official Raspberry Pi documentation 

(Raspberry Pi Foundation, n.d.): 

 We connected an external USB keyboard and a 

mouse to a powered USB hub and plugged them to 

the Pi. Note: It is advised to use a powered USB hub 

as the Pi is unable to power up extra devices using 

the 5 V power available to itself. If a powered hub is 

not used, the Pi might tend to restart on and off 

causing malfunctions in the file system. 

 The Pi was powered using a USB charger (230 V to 5 

V power adapter), most commonly used among all 

mobile phones today. 

 Ethernet cable was connected to the Ethernet port 

to obtain internet connectivity. 

 Then to set up the Raspbian OS, we flashed the 

latest “Raspbian Debian-Wheezy 3.12” version 

available in the above web site (Raspberry Pi 

Foundation, 2014), to a 4 GB SD memory card and 

Figure 2: Experimental design of the system 

Figure 3: Overall connectivity of devices to the Pi 
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inserted it to the card slot in the Pi, using “SD 

Formatter 4.0” (SD Association, n.d.). Note: At least 

a “Class 6” SD card is recommended for optimal 

performance. The chip might tend to cause 

malfunctions in the long run, otherwise. 

 A CRT monitor was connected via a “VGA to HDMI” 

converter to the HDMI port of the Pi. 

 

Upon switching on the system for the first time, the OS 

installation ran perfectly fine, and the system was ready 

to use in about 10 minutes. We then logged into the RPi 

interface using the default credentials. 

 

We needed an easier and a quicker way to communicate 

with the Pi, and execute complex commands remotely. 

The best solution to this was to use SSH, as explained in 

an Instructable (Scavix Software Ltd. & Co. KG, 2011). A 

small app available for Windows 8 in this regard is 

“PuTTY” (Tatham, n.d.). Via PuTTY we were able to run 

almost any command on the Pi, just by connecting to the 

same local area network where the Pi is connected to. 

 

A lorry-like structure was then designed, to house the 

necessary devices and equipment. The servo motor setup 

and the Raspberry Pi chipset are fitted to the “hood” of 

the car, usually to where the lamp comes. It would only 

be practical to do so, as a complete (3600) view could be 

obtained in that manner, when the motor is turned back 

and forth. The speakers would have to be fitted to the 

back or the bonnet of the car, as appropriate.   

 

An image of Raspbian (Stultz, 2014) was used to work 

with the Pi. The servo motor, LED bulbs and switches 

were connected to the pins in the Pi. For this we have 

used the BCM numbering (Matt, 2012). The package 

titled “RPi.GPIO” (compiled by Chris Hager (Hager, 2013)) 

for Python has been used to code for these devices. The 

camera was connected via a USB port.  

 

All these devices are then linked to a web page (using the 

Flask framework for Python) where it is possible to 

operate them. For instance it is possible to (while viewing 

the web video feed of the car), fire up the alarm or the 

LED bulbs. When the user is not viewing the feed on the 

phone, the system (upon detection of an impact to the 

switches), send an automatic sms notification to the 

user’s phone (Dudhale , et al., 2015).   

 

 

 

V. RESULTS & DISCUSSION 

We list below (Figure 4) a discussion of the fulfilment of 

objectives of the research.  

Objective Was it fulfilled? Or not? 

1. To gain the 
knowledge about 
modern security 
systems and to 
research into 
what areas might 
need further 
development. 

Yes. In our research, we researched 
about the modern security systems 
which are in the market, its pros 
and cons and the applicability of 
such systems to the present 
sophisticated society. 

2. To provide a 
solution to an 
existing socio-
technological 
problem existent 
by developing an 
effective car 
security system. 
 

Yes. We were able to provide a 
flexible, cost-effective, less 
sophisticated system to a real-
world problem concerning our 
everyday security systems. In the 
introduction, we identified certain 
lapses in the present systems, and 
were able to provide a solution to 
the same by our implementation 
and approach. 

3. To develop the 
model car 
security system 
in a structured 
environment 
using a 
microcontroller. 

Yes. The system was developed 
using the Raspberry Pi chipset. 

4. Implement an 
app using the 
Android API 
(Application 
Programming 
Interface) or a 
web interface as 
appropriate. 

Not as expected. We did not have 
to use the Android API in our 
project for any development work. 
We did, however, research about 
Android at length, but only 
resorted to making the final 
interface to be a web-based 
application, rather than an app. 

5. To implement 
car security 
system using 
hardware and 
software. 

Yes. We have justified the 
hypothesis we set at the start, 
through the final solution that has 
been presented. Both hardware 
and software have been involved, 
and the result has indeed been an 
embedded system altogether. 

Figure 4: Table of the fulfilment of objectives 

 

VI. CONCLUSION 

While we have looked at what we have already done, it is 

important to note the improvements that can be done to 

this system. We have noted a few of these below:   

 Fingerprint identification – You can develop this 

system with some other features like fingerprint 
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identification. This would enhance the security of a 

vehicle and make it possible only for some selected 

people to start the car. Thus by implementing this 

system on a vehicle one can ensure much greater 

security and exclusivity than that offered by a 

conventional lock and key (Anbazhagan, et al., 2014).   

 

The  reliability  of  any  automatic  fingerprint  system  

strongly  relies  on  the precision obtained in the minutia 

extraction process. A number of factors are detrimental 

to the correct location of minutia.    

 

 Motion detection – Furthermore you can develop the 

system with software aspects relating to motion 

detection. Efficiency of the system is high if it is 

developed with the motion detection for animals. For 

e.g., if such a system is developed, it would be 

possible to distinguish more distinctly between a 

human and an animal intrusion, and the Pi may be 

programmed to act “automatically” without even the 

owner getting involved.   

 

While we have conducted our research to achieve a day-

today objective and to provide a solution, emphasis 

should be made that much research awaits to be done in 

this arena by students.    
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